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1 Main concepts 

 

1.1 Main Screen 

 

Once you have logged in you w ill see the main Xcalibur-W Server w indow , the Device List as w e 

w ill refer to it from now  on. 

 

The Device List w indow  has several sections to it and these are detailed below  starting in a 

clockw ise manner beginning at the top: 

Á Main Device Listing 

Á Context Menu 

Á Groups and Devices Tree Listing 

Á Task Commands and Command Queue 

Á Tasks Progress Legend 
 

 

1.2 Main devices Listing 

 
This is the main area w here you can view  the devices currently controlled by Xcalibur-W 

Server. Depending on the device tree level that you have clicked, you w ill f ind the appropriate 
devices listed in the Main Devices Listing. 

 
You w ill also note that the listing comprises various columns and these may be sorted in 

ascending or descending order. There is also a check box on the leftmost column provided for 
selection of single or multiple devices for the purpose of task deployment. 

1.3 Context Menu 
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If  you should right click on a device listing you w ill be presented w ith a device Context Menu that 

allow s you to perform various tasks on that particular device. 

 

Open in New Tab 

This opens a new  browser tab w ithin w hich you can examine the current settings of the device. 

You can also change settings from w ithin this configuration section. 

Refresh Inventory 

Selecting this option w ill instruct the device agent to upload its inventory to the Xcalibur-W Server. 

An inventory essentially comprises of all the settings and configurations that are stored w ithin the 

Xcalibur-W Server 

Remote Desktop (RVNC) 

On occasions you w ill w ish to connect and shadow  a device. Selecting this option w ill open a new  

RVNC w indow. Please see later in this user guide for details of how  RVNC w orks. 

Wake On Lan 

This option, w hen selected w ill send a Magic Packet specif ically for this device instructing it to 

w ake up to take instructions. 

Reboot Device  

As the title suggests, this option w ill cause the device to reboot. 

Shutdown Device  

Using this option you can remotely shutdow n the device, or multiple devices. 

 

1.4 Task List and Progress Legend 
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1.4.1 Task Progress Legend 

The task progress legend pictured on the right of the picture above is a reference indicator to 

show  what progress the task has reached. This is extremely useful w hen you are sending tasks 

dow n to devices and need to know  if they have completed. 

All Xcalibur-W Server agents are bi-directional and report back the progress of any task that has 

been sent to them. The task progress list itself w ill show  each individual task that has been sent 

dow n to the various devices and indicate w hat stage each task is at. 

Scheduled 
 

Task is planned but not yet published ; the start date is later 

than now  

Published 
 

Task is published ; the start date is over but no agent has 

collected the task yet 

Processing 
 

Task is processing ; at least one agent did collect the task 

Stopped 
 

Task has been stopped ; no more agent w ill collect the task 

anymore 

Completed 
 

Task is over ; all agents did execute the task w ithout any error 

Unpersisted 
 

Task is over ; all agents did execute the task w ithout any error 

but the Write Filter w as not deactivated 

Failed 
 

Task has failed ; at least one error occurred 

Partial 

Failed 
 

Task has failed ; at leat one error occured but the Write Filter 

w as not deactivated 

Obsolete 
 

Task is over ; the End date is over 

 

1.4.2 Task Commands & Command Queue 

 

This section consists of tw o vertical tabs that allow  you to configure commands and add them to 

the Command Queue. This is detailed in further depth in the section: Tasks and Creating Tasks. 



 

 
8 

 
 

 

 

Task Commands Command Queue 

 
 

 

1.5 Groups and Devices Tree Listing 

 

 

In order to manage your devices in a structured fashion, Xcalibur-W Server provides the ability to 

construct groups, both logical and automatic. You can move devices into logical groups 

(aka  Static Groups) using drag and drop, w hile dynamic groups (aka  Automatic 

Groups) are created using data based logic. 

Note that a Device can only belong to one Static Group w hile same Device can belong 

to several Automatic Groups 
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2 Enrolling Client Devices 

2.1 Client Access Licenses 

2.1.1 Applicable Licenses types 

 

Xcalibur-W Server uses Client Access Licenses to manage Devices. License Management 

section is available w ithin the Discovery and Enrollment page. 

 

A Client Access License is defined by: 

License Key Number 10-Digit Number 

Type of Licenses Version of the Softw are granted by the License Key. The Type 

of License can restrain to certain class of Client Devices  and 

can exclude the use of extra functionnalities (Ex: Monitoring 
etc) 

Number of Seats Maximum number of devices that can be enrolled by on the 

server 

By definition, Client Access Licenses are Transferable Licenses. Therefore, 

Administrator can un-enroll an Out-Of-Service device in order to use its license on a replacement 

device. 

 
 

2.1.2 Registering New Client Licenses 

 

Licenses are entered onto Xcalibur-W Server using the Submit button of the License section of 

Discovery & Enrollment page. 
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Once entered, the server w ill displayed the total number of Client Access Licenses granted by the 

Keys (aka Seats), the number of Licenses already used and the remaining available Licenses. 

 

2.2 Discovering New Clients 

 

2.2.1 Automatic Discovery over the Network 

 

Xcalibur-W Server employs a methodology of discovery and enrollment to register and make 

devices available for management by Xcalibur-W Server. This process can be automated as w ell 

as be handled using manual intervention ï w hich one you decide to use w ill depend mainly on 

your security policies. 

The Discovery is mainly used in LAN Environments. It enables to send packets onto the netw ork 

so as to identify Devices that have the Xcalibur-W Device Agent installed. 

From the Discovery / Enrollement section, you can access to Discovery page as follow s 

 

The Enrollement port is by default set to TCP 9999. This the listening port for the devices. 
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The Discovery supports the follow ing methods: 

Á Broadcasting 

 

Á IP Scan 

 

Á Direct Device contact 

 

The Discovery may takes some seconds before returning results. Once donce, you w ill be 

automatically directed to the Device Enrollement page. All the Devices new ly discovered are 

added to the device list in Not Enrolled state. 

 

2.2.2 Manually Configure the Client 

 

Xcalibur-W Device Agent can be manually configured to connect to its Management Server. By 

opening up the Web Interface, you can access the Agent Configuration in the Administration 

menu. 
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When not enrolled, the Manager Handler URL is set to http://localhost. By entering the IP 

Address orURL of the Management Server, the Agent w ill then connect and register onto 

Xcalibur-W Server. A reboot w ill be needed to complete the operation. 

The Address shall be provided in HTTP mode if there is no local SSL certif icate installed 
on the unit prior. Once the Device is enrolled by Xcalibur-W Server, then the SSL certif icate w ill 

be dow nloaded from the Server to the Client and the communication w ill turn automatically to 
HTTPS 

 

If  you w ish to set the Manager Address to HTTPs, you can use the SSL Certif icate upload module 

to store the certif icate locally on the Client Device. 

 

Once the Agent is configured w ith a Manager Address, then the Address can be checked w ithin 

the Agent Tray in the Window s Task Bar such as show n below . 

 

http://localhost/
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2.2.3 DHCP-Provided Server Address 

 

Xcalibur-W Device Agent can use DHCP as a mean of automatically obtaining the IP Address 

or URL of its Management Server. For that purpose, the option Enable DHCP Scope Option shall 

be activated as show n below . 

 

There are three different data that can be provisionned by the DHCP server: 

Description Option Number  

FTP Server settings for the Agent Update Scope Option 230 

Agent TAGs Scope Option 231 

Xcalibur-W Server Manager Address Scope Option 232 

Depending of you DHCP server type, you w ill need to use instructions in the follow ing sections  

2.2.3.1 DHCP Options settings for Windows 

2.2.3.1.1 DHCP settings - Add options 

 

The setting for the DHCP scope options follow s a w ell defined logic. 
The follow ing example illustrates the configuration of DHCP on a w indow s server 2003. 

Make a right click on the server node, and then ñSet Predefined Optionséò 
 

 
 

Click on ñAddéò then fill in the fields as below, and then ñOKò 
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Redo the previous sequence for the Xcalibur-W Tag and the Manager Address 

 
 

 
 

2.2.3.1.2 DHCP Option 230 - XcaliburW FTP Update 

 

Select the 230 option in the drop-dow n list and f ill in the f ields as below  
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Parameters  Description 

@WP: Start of tag 

IpServer Ip address of the FTP server 

; Mandatory parameter separator 

Port Port number of the FTP server 

; Mandatory parameter separator 

Login Login used for the connection to the FTP server 

; mandatory parameter separator 

Passw ord Passw ord used for the connection to the FTP server 

; Mandatory parameter separator 

Path full path to the f ile InfoVersion.xml 

; Mandatory parameter separator 

AutoUpdate Boolean indicating w hether or not the automatic update 
by FTP is active. Possible values are ñtrueò OR ñfalseò 

:@WP End of tag 

2.2.3.1.3 DHCP Option 231 - WP Tags 

 

Do the same for the option 231 
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Parameters  Description 

#WP: Start of tag 

Tag1 Tag1 entry 

; Mandatory parameter separator 

Tag2 Tag2 entry 

; Mandatory parameter separator 

Tag3 Tag3 entry 

; Mandatory parameter separator 

Tag4 Tag4 entry 

; Mandatory parameter separator 

Tag5 Tag5 entry 

:#WP End of tag 

2.2.3.1.4  

2.2.3.1.5 DHCP Option 232 - Manager Address 

 

Add in the DHCP option 232. 
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Parameters  Description 

#WP: Start of Manager Address 

http://management_server_IP_address:port Address of the Manager 

:#WP End of Manager Address 

2.2.3.1.6  

2.2.3.1.7 Enable Scope Options 

 

Click on the node corresponding to the scope covered by the tag, right click then ñConfigure 

optionséò 

 

Select 230, 231 and 232 then validate. 
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The configuration is completed, you can see the 3 new  options appearing. 

 

2.2.3.2 DHCP Options settings for Linux 

 

Edit dhcp f ile settings: /etc/dhcp/dhcpd.conf and add follow ing lines for Xcalibur-W DHCP Scopes 

Options: 

on main section: 

option WP_FTP_Update code 230 = string; option WP_T ag code 231 = string;  

on ñsubnetò section: 

option WP_FTP_Update 

"@WP:IPServer;Port;Login;Password;Path;AutoUpdate(True|False):@WP"; option WP_Tag 

"#WP:Tag1;Tag2;Tag3;Tag4;Tag5:#WP";  

Example: 
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option subnet -mask 255.255.255.0; option broadcast -address 192.168.1.255; option 

routers 192.168.1.254; option domain -name-servers 192.168.1.1, 192.168.1.2; option 

domain-name " xcaliburw.com"; option ntp -servers 192.168.1.254; option WP_FTP_Update 

code 230 = string; option WP_Tag code 231 = string;  

subnet 192.168.1.0 ne tmask 255.255.255.0 { option WP_FTP_Update 

"@WP:192.168.1.79;21;anonymous;test;/ftpupdate;true:@WP"; option WP_Tag 

"#WP:world;emea;france;paris;dev:#WP"; range 192.168.1.10 192.168.1.100; range 

192.168.1.150 192.168.1.200; }  

2.3 Enrolling Client Devices 

 

2.3.1 Manual Enrollement 

 

Enrolling Devices can be performed using the Manual Enrollment. From the Device 

Enrollement page, you can select which devices you wish to enroll. Of course, if  you had many  

thousands of devices you may f ind it diff icult to f ind the device, and so we have provided a f ilter 

system for displaying un-enrolled devices. 

 

 

Enrollment Status allow s three different States  : 

Á  means the unit is already Enrolled 

Á  means the unit is not yet Enrolled 

Á  means the Enrollment process is ongoing 

You can select the devices you w ish to enroll and click the enroll button located on the bottom 

status bar. You can also use the right-click context menu. 
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Enrollment takes a couple of minutes and this is due to the inventory of the device being 

registered. In addition, enrollment also uses up one license from the license pool. 

 

Once Enrolled, the Device is automatically added to the Device List page and can then be 

managed. 

Be aw are that before being fully functionnal, the Device w ill need to create its f irst Inventory. This 

process may takes some minutes. During this timeline, some data w ill be missing and therefore 

the corresponding line in the Device List w ill feature some empty f ields as show n below . 

Á Device that has not yet f inished its Inventory 

 

Á Device that as f inished its Inventory 

 

2.3.2 Automatic Enrollement 

 

The task of enrolling can be made fully automatic by simply ticking Auto Enroll at first 

discovery checkbox on the page below . 

 

When enabled, all the devices w ill initiate their enrollment process w ithout requiring any further 

action. 

Note that this feature applies to all new  devices discovered by the server and all new  
devices that register themselves onto the server (using DHCP Scope options, DNS Name or IP 

Address set into their configuration f ile). 

 

Once enrollment process is started, it follow s the same process than the Manual Enrollment.  
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3 Manage Devices 

 

3.1 Groups and Device Grouping 

 

The concept of grouping devices w as designed in order to make life easier for system 

administrators w ho need to access devices in a logical manner and manage them. 

Xcalibur-W Server has a hierarchical method of grouping and administrators can create tw o 

different levels of groups: Static and Automatic. Once created groups can be populated manually 

or automatically, depending on the group type. 

The follow ing sections w ill drive you through the Best Practices 

3.1.1 Default Groups 

 

By default, there are three built-in Groups that displayed in the Device Tree. These Groups are 

systems groups and therefore they can not be deleted nor modif ied. 

 

 

Selected Devices The devices that have been already ticked, and to 

w hich the tasks w ill apply 

 

All Devices The entire list of Enrolled Devices 

 

Unassigned The devices that have not yet been assigned to any 
Static group 

 

At f irst time use, Administrator w ill w ant to create specif ic Groups that w ill reflect its netw ork 

topology, its geographical locations or its business organization. This is made possible using the 

Static and Automatic Groups. 

3.1.2 Static and Automatic Groups 

 

3.1.2.1 Static Groups 

 

A static group is one w hich contains an exclusive list of devices : devices w ithin a static group 

cannot exist w ithin any other static group. It is intended for show ing devices that are contained 




























































