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1 Main concepts

1.1 Main Screen

Once you have logged in you willsee the main Xcalibur-W Server window , the Device List as w e
w illrefer to it from now on.
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The Device List window has several sections to it and these are detailed below startingin a
clockw ise manner beginning at the top:

Main Device Listing

Context Menu

Groups and Devices Tree Listing

Task Commands and Command Queue
Tasks Progress Legend

v >y >y > D>

1.2 Main devices Listing

This is the main areaw here you can view the devices currently controlled by Xcalibur-W
Server. Depending on the device tree level that you have clicked, you wiill find the appropriate
devices listed in the Main Devices Listing.

B Hastname MacAddress Product 05 Name: DAVersion IpAddress  MNetwork  Write Filter Maintenance Last Check In

[ B e———a ) indowss Embedded Standard 140,597 152.168.2.153 | 152.168.2.0 & & g/18/2013 708 P

O B =—— —y 140,598 192.168.2177 | 192.168.2.0 S 2 6/18/2013 12:16:48 PN
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Youw ill also note that the listing comprises various columns and these may be sorted in
ascending or descending order. There is also a checkbox on the leftmost column provided for
selection of single or multiple devices for the purpose of task deployment.

1.3 Context Menu




If you should right click on a device listing youw illbe presented w ith a device Context Menu that
allow s you to perform various tasks on that particular device.

. & Open in new tab
Refresh inventory

c

Reboot device

Shutdown device

G C

Openin New Tab

This opens a new browser tab w ithin w hich you can examine the current settings of the device.
You can also change settings from w ithin this configuration section.

Refresh Inventory

Selecting this option willinstruct the device agent to upload its inventory to the Xcalibur-W Server.
Aninventory essentially comprises of all the settings and configurations that are stored w ithin the
Xcalibur-W Server

Remote Desktop (RVNC)

On occasions you w illw ish to connect and shadow a device. Selecting this option w illopen a new
RVNC window. Please see later in this user guide for details of how RVNC w orks.

Wake On Lan

This option, w hen selected willsend a Magic Packet specifically for this device instructing it to
w ake up to take instructions.

Reboot Device

As the title suggests, this option w illcause the device to reboot.
Shutdow n Device

Using this option you canremotely shutdow nthe device, or multiple devices.

1.4 Task List and Progress Legend
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1.4.1 Task Progress Legend

The task progress legend pictured on the right of the picture above is a reference indicator to
show what progress the task has reached. This is extremely usefulw henyou are sending tasks
dow nto devices and need to know if they have completed.

All Xcalibur-W Server agents are bi-directional and report back the progress of any task that has
been sent to them. The task progress listitself willshow each individual task that has been sent
dow ntothe various devices and indicate w hat stage each task is at.

Scheduled

Published

Processing

Stopped

Completed

Unpersisted

Failed

Partial
Failed

Obsolete

LI

Task is planned but not yet published ; the start date is later
than now

Task is published ; the startdate is over but no agent has
collected the task yet

Task is processing ; at least one agent did collect the task

Task has been stopped ; no more agent w illcollect the task
anymore

Task is over; all agents did execute the task without any error

Task is over; all agents did execute the task without any error
but the Write Filter w as not deactivated

Task has failed ; at least one error occurred

Task has failed ; at leat one error occured but the Write Filter
w as not deactivated

Task is over ; the End date is over

1.4.2 Task Commands & Command Queue

This section consists of tw o vertical tabs that allow youto configure commands and add them to
the Command Queue. This is detailed in further depth in the section: Tasks and Creating Tasks.




Task Commands Command Queue

Command Queue [N
Modules (new commands queue)*

» ﬁ Toolbox & | Notification [5]

» B2 Monitor

» ;: Interact
[~ Administration

» '_" Device Security

» |_n| Device Configuration
3 ':| User Experience

—L

» \j? Image Management

1.5 Groups and Dewvices Tree Listing

L Selected Devices (0)

[ Operating system name (5] .
L &£ AMERTCAS (1) !
1 & APAC (1)
- ELEMEA ()
" (@ unassigned (1)

|| 8 E E

In order to manage your devices in a structured fashion, Xcalibur-W Server provides the ability to

construct groups, both logical and automatic. Y ou can move devices into logical groups
o e

(aka = Static Groups) using drag and drop, w hile dynamic groups (aka =1

Groups) are created using data based logic.

Automatic

1
ﬁ-j Note that a Device can only belong to one Static Group w hile same Device can belong
to several Automatic Groups




2 Enrolling Client Devices

2.1 Client Access Licenses

2.1.1 Applicable Licenses types

Xcalibur-W Server uses Client Access Licenses to manage Devices. License Management
section is available w ithin the Discovery and Enroliment page.

Discovery and
Enrollement

Submit

A Client Access License s defined by:

License Key Number 10-Digit Number

Type of Licenses Version of the Softw are granted by the License Key. The Type
of License can restrainto certain class of Client Devices and
can exclude the use of extra functionnalities (Ex: Monitoring
etc)

Number of Seats Maximum number of devices that can be enrolled by on the
server

H
t.j By definition, Client Access Licenses are Transferable Licenses. Therefore,
Administrator can un-enroll an Out-Of-Service device in order to use its license on a replacement
device.

2.1.2 Registering New Client Licenses

Licenses are entered onto Xcalibur-W Server using the Submit button of the License section of
Discovery & Enrollment page.




License Grants

Hame DEMO_NFR_LICENCES
Total number of seats 5
Humber of used seats 3
Mumber of available seats 2

Add License
Name
License Key

Submit

License Key Type of License Total seat Date .

4250820711 (Thin Client 5 /6/2013 9:52:10 AM

Once entered, the server willdisplayed the total number of Client Access Licenses granted by the
Keys (aka Seats), the number of Licenses already used and the remaining available Licenses.

2.2 Discovering New Clients

2.2.1 Automatic Discovery over the Network

Xcalibur-W Server employs a methodology of discovery and enrollment to register and make
devices available for management by Xcalibur-W Server. This process can be automated as w ell
as be handled using manual intervention i w hich one you decide to use w ill depend mainly on
your security policies.

The Discovery is mainly used in LAN Environments. It enables to send packets onto the netw ork
so as to identify Devices that have the Xcalibur-W Device Agent installed.

From the Discovery/Enrollementsection, youcanaccess to Discovery page as follow s

Discovery and | current Discover

Enrollement Number of devices detected 6
Number of devices enrolled 4
Licenses

Settings
Auto Enroll at first discovery =}
Enrollement port 0000

Discovery

Device Enrollment

Discover
@ by Broadcast
@ by Network address
from
to
@) by Address/Hostname
Host

Discover

The Enrollement portis by default setto TCP 9999. This the listening port for the devices.

Settings
Auto Enroll at first discovery [}
Enrollement port 9999

Save

10



The Discovery supports the follow ing methods:

A Broadcasting
Discowver

i@ by Broadcast

A IP Scan

@ by Network address

A Direct Device contact
- by Address/Hostname
Host

The Discovery may takes some seconds before returning results. Once donce, youw ll be
automatically directed to the Device Enrollement page. Allthe Devices new ly discovered are
added to the devicelist in Not Enrolled state.

B Hostname MacAddress Product DA Version IpAddress Hetwork First Discovery Last Check In State.
[l 15 1.4.0.557 1921682153 |192.16820 6/14{2013 10:27:57 PH 6/18/2013 3:07:42 PM % enroled
L = s BT 14.0.5%8 192.168.2.177 192.168.2.0 £/14/2013 10:31:21 PM £/18/2013 3:07:51 PM & Enrolled
Bphe— ———oue 132516 SPIEIMI SRISIND 6152013 21559 P &f12013 21527 70 @ hot Enroled
[ = = 105D:CE E=——==xcC 140557 a2 1216820 6/14/2013 10:06:17 PH 6/18/2013 3:07:31. PM @ Enroled
] — om—:1E 195181 131153 192.168.2.166 19216820 6/17/2013 9:24:13 AM 6/18/2013 3:07:47 PM @ netEnroled
— 5
= — = 140557 — R 6/14/2013 10:20:14 PM 6/17/2013 8:55:58 AM & Enrolled

2.2.2 Manually Configure the Client

Xcalibur-W Device Agent can be manually configuredto connect to its Management Server. By
opening up the Web Interface, you can access the Agent Configuration in the Administration
menu.

11



» £° Monitor Y

@& ) Administrator > Agent Configuration

:_ = Interact

-

Device Agent Configuration

S Administration

This module alows te configure

* Agent Configuration
s FTP Server Settings Synchronization Port 7270
« Inventory Tags

- Discovery Port 9999
v Device Security

v [ ~ Device Configuration Pukse Deby (seconds) 30

Enable DHCP Scope

-

J_:\»t Apps Configuration
N —:-L User Experience Mzanager Handler URL hitp:/ oo 000

3 .):-f' Image Management

When not enrolled, the Manager Handler URL is set to http://localhost. By entering the IP
Address orURL of the Management Server, the Agent willthen connectand register onto
Xcalibur-W Server. A reboot willbe needed to complete the operation.

AR

= The Address shall be provided in HTTP mode if there is no local SSL certificate installed
on the unit prior. Once the Device is enrolled by Xcalibur-W Server, then the SSL certificate will
be dow nloaded from the Server to the Client and the communication willturn automatically to
HTTPS

If you wishto setthe Manager Address to HTTPs, you can usethe SSL Certificate upload module
to store the certificate locally on the Client Device.

Upload SSL Certificate

This module alows to upload 2 SSL certificate in order to communicate with WanPulse Management Server over 3 WAN Network.
Over LAN network, this certificate is automatically provided by WanPulse Management Server.

Fle |5l certificate cer Browse

Upload

Once the Agent is configured w ith a Manager Address, thenthe Address can be checked w ithin
the Agent Tray in the Window s Task Bar such as show n below .

IP:192.168.2162
Haostname : LTTHINKPAD

Mac : FO:DE:F1:04:BB:4.4
ac - Open Web interface

Status

Write Filter: No Write Filter

Manager : wpms2.wan-pulse.com

About...

12


http://localhost/

2.2.3 DHCP-Provided Server Address

Xcalibur-W Device Agent canuse DHCP as a mean of automatically obtaining the IP Address
or URL of its Management Server. For that purpose, the option Enable DHCP Scope Option shall
be activated as show n below .

A -
v [ Maintenance @& Administration > Agent Configuration

» £ Monitor Device Agent Configuration

This module alows to configure

» '_:_ Interact

- Synchronization Port 7270
= Administration
Discovery Port 9999
= Agent Configuration
= Agentupdate
» Inventory Tags Pulse Delay (seconds) 10

» _ Device Security ( Enable DHCP Scope )

There are three different data that can be provisionned by the DHCP server:

Description Option Number

FTP Server settings for the Agent Update Scope Option 230
Agent TAGs Scope Option 231
Xcalibur-W Server Manager Address Scope Option 232

Depending of you DHCP server type, you willneed to use instructions in the follow ing sections

2.2.3.1 DHCP Options settings for Windows

2.2.3.1.1 DHCP settings - Add options

The setting for the DHCP scope options follow s aw ell defined logic.
The follow ing example illustrates the configuration of DHCP on a window sserver 2003.
Make a right c¢click on the server node, and

Scopt A
(@ Roso NewScope...  Bervers Standard 192.168.2.1 None
@ adi S erver Host Name  Standard 192.168.2.73 None

i Mew Mulkicast Scope...

(@ server 0 Backup...
Restore...

Reconcile All Scopes. ..
Unauthorize

Define User Classes...
Define Yendor Classes...
Set Predefined Options...

all Tasks »

Delete
Refresh

4 Properties | |
(Add, remove o chanc  pielp [

Click on fnAddéo then fill OK® the fields as

t hen

bel

13
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£Q pHCP (O] x]
File Action View Help
¢» | OmEBR 26 &
[T Predefined Options and Values [ %]
]
[ Option class: |DHCP Standard Options v for Value Class
dard 192.168.2.1 None
Option name: [002 Time Offset Jid | T 192.168.2.1 Hone
I D D M 192.168.2.73 None
Desciiption: (ST option Type
Y Global
Long: Name: IWF’ FTP
0:0
Data type: Stiing ~| T Anay
Code: 230
Description: |FTF' configuratior]
“ 0K [ cancel [ ] | >
| I I

Redo the previous sequence for the Xcalibur-W Tag and the Manager Address

File  Action View Help
¢ | EmER @m| &
ST Predefined Options and Yalues 2l
Option class: DHCP Standard Options ] o s
i e I 2 | dard 192.168.2.1 None
Option name: [002 Time Offset ] hdard 192.168.2.1 Mone
i) | Edt. | Delete I dard 192.168.2.73 None
Do [ICTdn
e Class: Global
Long: Name: |WPTag
0x0
Data type: Stiing v] T sy
Code: 231
Description: ITag used by the manager to sort the devices|
o |
gl ok [ cemcel [ | o
! I I
“I' DHCP
File  Action Wiew Help
e 7m0 6=|E
@E"l' ed Optio d ¥alue 2 xhs Description
B
[ Option class: IDHEPSlandaldet\ons ﬂ
Option name: |231 W Tags j
add. | Edk. | Dekee |
[
. Dption Type [x]
Description: HWP.T:
Class: Global
Valug—————
Sting e |w M anagement Server IF
Data type: IStnng | T Aray
Code: 232
Description: Iused to provide served address or hostname
oK Cancel

2.2.3.1.2 DHCP Option 230 - Xcaliburw FTP Update

Select the 230 option in the drop-dow n listand fill in the fields as below

14



(0 DHCP 8 [=] 3
File Action View Help
e= | BOE PR @m &

[dPredefined Options and Values

e

Hor Value Class.
dard 192.168.2.1 None.
Opign name: [230wPFTP dard 192.168.2.1 Hone

esd. | Es. | Dpokw | dard 192.168.2.73 None

[ Option class: [DHCP Standard Dptions

Ll Lol

Description: IFTP Configuration

Sting:
|@wPIpServerPortLoginPassword Path AutoUpdatel @WP

|3

[ ok | cancel | |

Parameters Description

@WP: Start of tag

IpServer Ip address of the FTP server

; Mandatory parameter separator

Port Port number of the FTP server

; Mandatory parameter separator

Login Login used for the connectionto the FTP server
; mandatory parameter separator

Passw ord Passw ord used for the connection to the FTP server
; Mandatory parameter separator

Path full path to the file InfoVersion.xml

; Mandatory parameter separator

AutoUpdate Boolean indicating w hether or not the automatic update
by FTPisactive.Pos si bl e values ear e fit
:@WP End of tag

2.2.3.1.3 DHCP Option 231 - WP Tags

Do the same for the option 231

15



[T

[EHe Action  ¥iew Help

e | BnBR(@m &

@ Predefined Options and Yalues [ 21 %]
X

[ Option class: IDHEP Standard Options _V_J
Option name: [231 WP Tag |
add. | Edt. | Deete |

Description: ITag used by the manager to sort the devices

Walue
Stiing:

I@WP:Tag‘I :Tag2:Tag3;T ag4:Tagh.@wWH

Hor

dard
dard
dard

Walue Class
192.168.2.1 Mone
192.168.2.1 Mone
192.168.2.73 Mone

R [ ok ] conee
e
Parameters Description
H#WP: Start of tag
Tagl Tagl entry
; Mandatory parameter separator
Tag2 Tag2 entry
; Mandatory parameter separator
Tag3 Tag3 entry
; Mandatory parameter separator
Tag4 Tag4 entry
; Mandatory parameter separator
Tag5 Tag5 entry
H#WP End of tag
2.2.3.14

2.2.3.1.5 DHCP Option 232 - Manager Address

Addin the DHCP option 232.

16




Predefined Options and Yalues HE

Option clags: IDHCP Standard Options ﬂ
Option name:
Add Edi Delete |
Description: $wPhttp: A/management_server |P_addresspor
Walu
String:

I!tWF':hllp fémanagement_server_IP_address:port $w/P

Cancel

Parameters Description
H#WP: Start of Manager Address
http://management_server_IP_address:port Address of the Manager

HWP End of Manager Address

2.2.3.1.6
2.2.3.1.7 Enable Scope Options

Click on the node corresponding to the scope cover
options¢éo

Da:CP Scope Options
B e [vendor — [vake |
501 Scope [192.168.2.0] wanpu omn Name_ ‘endor Value Class.
% Scope Options &y’ 003 Router Standard 192.168.2.1 Mone
" @ e ‘&UDE DNS Servers Standard 192.168.2.1 None:
(@ Address Leases 4066 Boot Server Host Name _ Standard 192,168.2.73 [
{) Address Pool
{3 Server Options
Configure Options...
Refresh
Export List...
View »
Arrange Icons >
Line up Icons.
Help
Rl | YK | |
[Refreshes the current selection. [

Select 230, 231 and 232 then validate.




Reservation Options HE

General | Advanced |

Awailsble Options |_Desciiption |
0121 Classless Static Routes Destination,
23w FTP Update @WFIP_se
23w Tags HWP:Tagl:
22w Management Server IP SR htp /i =
4 »

A Data enr
Stiing value:

| e——

[k ] cencel Apply

The configurationis completed, you can see the 3 new options appearing.

2.2.3.2 DHCP Options settings for Linux

Edit dhcp file settings: /etc/dhcp/dhcpd.conf and add follow ing lines for Xcalibur-W DHCP Scopes
Options:

on main section:

option WP_FTP_Update code 230 = string; option WP_T ag code 231 = string;

on Asubneto section:

option WP_FTP_Update
"@WP:IPServer;Port;Login;Password;Path;AutoUpdate(True|False):@WP";option WP_Tag
"#WP:Tagl;Tag2;Tag3;Tag4;Tag5:#WP",

Example:

18



option subnet -mask 255.255.255.0; option broadcast -address 192.168.1.255; option
routers 192.168.1.254; optiondomain -name-servers 192.168.1.1, 192.168.1.2; option
domain-name " xcaliburw.com”; option ntp  -servers 192.168.1.254; option WP_FTP_Update

code 230 = string; option WP_Tag code 231 = string;

subnet 192.168.1.0 ne tmask 255.255.255.0 {option WP_FTP_Update
"@WP:192.168.1.79;21;anonymous;test;/ftpupdate;true: @ WP"; option WP_Tag
"#WP:world;emea;france;paris;dev:#WP"; range 192.168.1.10 192.168.1.100; range
192.168.1.150 192.168.1.200; }

2.3 Enrolling Client Dewvices

2.3.1 Manual Enrollement

Enroling Devices can be performed using the Manual Enrollment. From the Device
Enrollement page, you can select which devices you wish to enroll. Of course, if you had many
thousands of devices you may find it difficult to find the device, and so we have provided a filter
systemfor displaying un-enrolled devices.

] Hostname MacAddress Product DAVersion  IpAddress Hetwork First Discovery Last Check In State

B 131.4.0.557 152,168 2.153 15246820 &/14/2013 10:27:57 PM &/18/2013 3:07:42 P @ Enrolled

[ —— = e —— L] 1921682.077  192.168.20 6/14{2013 10:31:21 P 6/18/2013 3:07:51 PM @ enroled
B j— =008 132516 1921682001 1920682040 6/15/2013 2:15:53 P 6/17/2013 2:19:27 PM @ ot Enroled
[ = 105:5D:CE E=———=c 140557 190.168.2.150 192.168.2.0 6/14/2013 10:06:17 PM 6/18/2013 3:07:31 PM & Enrolled
[ ] (— 5551 13.41.5%4 152.165.2.166 152.165.2.0 6/17/2013 9:24:13 AM /18/2013 3:07:47 PM @ notEnroled

—
B ; e — P Y

114/ :20: /172013 8:55: @ Enrol
=4 iz |meiszo 6/14/2013 10:20:14 PM 6/17/2013 8:55:58 AM @ Enrolled

Enrollment Status allow s three different States :

A % Emcled means the unit is already Enrolled
A @ netenrcled means the unit is not yet Enrolled

A B watngenrolement |\ the Enroliment process is ongoing
You can select the devices you wishto enroll and click the enroll button located on the bottom

status bar. You can also use the right-click context menu.

& wake On LAN & wake On LAN
& Enroll @ Unenroll
% A Enroll Unenroll Unenroll All 7 Remove % Remove
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N _ . _ . .
t.j Enrolliment takes a couple of minutes and this is due to the inventory of the device being
registered. In addition, enrollment also uses up one license fromthe license pool.

Once Enrolled, the Device is automatically added to the Device List page and canthen be
managed.

Be aw are that before being fully functionnal, the Device wll need to create its first Inventory. This
process may takes some minutes. During this timeline, some data will be missing and therefore
the corresponding line in the Device List willfeature some empty fields as show n below .

A Device that has not yet finished its Inventory

| E1| = |win7-s8 00:0C:29:3E:95:81 1.3.11.594 192.158.2.166 |152.168.2.0 = ) 6/18/2013 5:40:01 PM

A Device that as finished its Inventory

| ] testmayD2435DCE 10:78:D2:A3:50:CE |ECS - 945GSED-TTX Windows Embedded Standard 1.4.0,597 192.168.2,150 |192.168.2.0 - ] 6/18/2013 5:59:06 PM

2.3.2 Automatic Enrollement

The task of enrolling can be made fully automatic by simply ticking Auto Enroll at first
discovery checkbox onthe page below .

Di.'..y"(:)(:i\\"ial'yr al‘ld Current Discover

Enrollement Number of devices detected 6
Number of devices enrolled 5
Licenses
_ Settings
Discovery - -
T Auto Enroll at first discovery |
i - + S -
Device Enrollment Enrollement port
Save

When enabled, all the devices w illinitiate their enrollment process without requiring any further
action.

I_I
t-j Note that this feature applies to all new devices discovered by the server and all new
devices that register themselves onto the server (using DHCP Scope options, DNS Name or IP
Address setinto their configuration file).

Once enrollment process is started, it follow s the same process than the Manual Enroliment.
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3 Manage Devices

3.1 Groups and Device Grouping

The concept of grouping devices w as designed in order to make life easier for system
administrators w ho need to access devices in a logical manner and manage them.

Xcalibur-W Server has a hierarchical method of grouping and administrators can create tw o
differentlevels of groups: Static and Automatic. Once created groups can be populated manually
or automatically, depending on the group type.

The follow ing sections w illdrive you through the Best Practices

3.1.1 Default Groups

By default, there are three built-in Groups that displayed in the Device Tree. These Groups are
systems groups and therefore they can not be deleted nor modified.

1. Selected Devices (0)

&P All Devices (3)
- (3 Unassigned (3)
Selected Devices The devices that have been already ticked, and to
w hich the tasks w ill apply
L-? All Devices The entire list of Enrolled Devices
@ Unassigned The devices that have not yet been assigned to any

Static group

Atfirsttime use, Administrator willw antto create specific Groups that w ill reflect its netw ork
topology, its geographical locations or its business organization. This is made possible using the
Static and Automatic Groups.

3.1.2 Static and Automatic Groups

3.1.2.1 Static Groups

A static group is one w hich contains an exclusive list of devices : devices w ithin a static group
cannot existw ithin any other static group. It is intended for show ing devices that are contained
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